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Figure 4

Figure 5
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Figure 6

On the Topology view page, as shown in Figure 7, you can view all the connected 
cameras or devices of the switch, and you can operate basic troubleshooting for 
the connected cameras, including reboot/diagnostic.

Figure 7
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O n  t h e  Tr a f f i c  m o n i t o r  p a g e  a s  s h o w n  i n  Fi g u re  8 ,  yo u  c a n  m o n i t o r  n e t wo r k 
bandwidth for each switch port.

Figure 8
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Chapter 4: Settings 

4-1. Settings > System > Preferences

The Preferences page for VSS client and Station sides allows you to configure the following:

Client Setting:  

1. Select the UI text language. 

2. Configure a default destination for exporting video, snapshots, or configuration backups. The 

default is "C:\Users\Public\Documents\VIVOTEK Inc\VAST\Downloads". You can change the 

media format via the checkboxes. 

3. Select the format for the snapshot as either JPG or PNG.

4. You can select the length of the Alarm-triggered videos by specifying pre- and post-alarm 

recordings. 

5. You can designate the VSS client interface to automatically start once the client computer is 

started.   

C:\Users\Public\Documents\VIVOTEK


238238

6. The default Live view, which may span across multiple monitor screens and display Live view, 
Tour, Dashboard, E-Map, or Alarm prompts. The precondition is that you should configure one 
or many views before making the Startup configuration. 

	
	 Below is a server/client with dual monitors, you can select one view to be displayed on one 

monitor, or place an E-Map on another.  	

	 Click the Apply button for the configuration to take effect.  

	 If you plan to have one monitor to be working for other purposes, select No display for this 
monitor. 
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	 Below are the additional system parameters:
	 Default logical tree folder: Expanded or collapsed. 
	 Substation streaming connection: CMS Relay or Direct link. Direct link allows a client station to 

access camera live stream from the sub-station under a CMS main station. CMS relay - A client 
accesses live stream via the CMS main station.  

	 Show system warning: When a client computer is running short of virtual memory, a warning 
will display. 

	 Image resamplig method: Select a resampling methold if the need should arise. 	

	 Click the Apply button for the configuration to take effect.  
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Station Setting: 

1.	 D eep S earch -  Only  users  with  an  admin account  can see  and manage th is 

sett ing.  Turning i t  on a l lows VSS to  ut i l ize  and store  person attr ibutes  and 

full-body/face images for improved people search. Additionally,  you have the 

f l e x i b i l i t y  t o  d e c i d e  w h e t h e r  t o  e n a b l e  o r  d i s a b l e  V S S  f r o m  u t i l i z i n g  a n d 

s t o r i n g  f a c e  s n a p s h o t s  b a s e d  o n  yo u r  s p e c i f i c  n e e d s . T h e  s t o re d  d a t a  w i l l 

be rec ycled with recordings based on the recording rec ycle  sett ing.  Before 

t u r n i n g  i t  o n ,  e n s u r e  c o m p l i a n c e  w i t h  r e g i o n a l  p r i v a c y  l a w s  a n d  o b t a i n 

consent  f rom indiv iduals  for  us ing thei r  at t r ibutes  and images  i f  required. 

Once the Deep Search func t ion is  turned off,  Deep Search cannot func t ion, 

and the Deep S earch icon on the v iew cel l  for  the VIVOTEK AI  cameras  wi l l 

b e  s w i t c h e d  t o  t h e  S m a r t  S e a r c h  i c o n .  N o t e  t h a t  t h e  s e t t i n g  w i l l  n o t  b e 

appl ied successful ly  i f  the sof t ware vers ions  among c l ients  and ser vers  are 

incompatible. 
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2. Display Watermark over video - Administrators can select to display watermarks on the video 

feeds of the VSS clients. The opacity and display frequency can be adjusted. 

	 Encrypted watermark for authentication:

	 To ensure your video is authentic and has not forgerized, adding an encrypted watermark on 

the data stream can be achieved with a customized password. You can use the Standalone 

Player to verify which frames in the video footage have been tampered with. 

	 If enabled, the following will be displayed: camera name + substation name + VSS user name 

+ user computer current time. The purpose of watermark is to preserve evidence if the video 

screen is recorded using cell phones or other devices. 

Station Setting:  

3. Digital watermark - To prevent forgery of recorded or exported video clips, and to prove the 

validity of surveillance evidence, digital watermark can be appened to recorded video. 

	 Note that only non-administrator users will see watermarks. 

	 To enable text watermark, use the slide button. Use the Preview function to tune the text 

opacity and text frequency display on screen. 
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	 To enable Digital watermark, enter a password that is at least 16 characters long. Once a valid 

password is available, you can click the Apply button to preserve your setting. 

	 When you export a video clip, a StandalonePlayer is generated with the exported files. 

	 Right-click on the StandalonePlayer screen to display the "Verify watermark" function. 
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	 The Verify screen will display. Enter the pre-configured password. Click Verify. 

	 The below result shows that the video is authentic and has not been forgerized. 

	 Frame matched: Your video was exported with the digital password, and you entered the 

correct password.

	 Frame not matched: Your video was exported with the digital password, and you entered the 

incorrect password.

	 Frame without watermark: a. If your video wasn't exported with the digital password.

	 b. If your video was exported with the digital password, and your video has been tampered.

	 If the numbers in the "Frame not matched" or "Frame without watermark" are not zero, it 

means your video is probably not correct.  
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4. Alarm - Reservation time: Configure the preservation time of the alarms and logs. Note that 

some alarms can be triggered with recorded videos. Configuring a preservation time can help 

reduce the use of storage space on server.  

5. Log: Use the menu to configure the preservation time of the Major, Normal, or Minor logs. 

6. Bookmark: Configure the days of preservation for bookmarks. 

7. Data magnet: Configure the days of preservation for data related to Data Magnet.  

8. Trend Micro events: Configure the days of preservation for events related to cyber security.

9. Database: Configure the destination of the database folder. The database contains information 

for system log, alarms, Bookmarks, data magnet, VCA reports, POS transaction data, snapshots, 

and Trend Micro IoT security information.  

	 Recording Encryption - Recording encryption allows users to encrypt the recording videos 

with password protection. Playing the encrypted video on the original VSS server does not 

require entering the password.

Playing on other VSS servers or disabling recording encryption will require entering the 

password. The password is not able to recover or reset if you forget the original password.

Encrypted video files (.3gp) cannot be played in other media players. Please use the following 

two methods to view the video files outside the original VSS server.

1.	 Import to other VSS servers as Local DB

a.	 Copy the entire recording folder from the original VSS server to another location.

b.	 Enter Settings > Recording > Local DB in another VSS server.

c.	 Add local DB with VMS/CMB backup type.

d.	 The recording will be mounted as a local DB and listed sub-tree.
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2.	 Import to VSS Standalone player as Local DB

a.	 Copy the entire recording folder from the original VSS server to another location.

b.	 Launch Standaloneplayer.exe in C:\Program Files (x86)\VIVOTEK Inc\VAST\Client\VSS\

c.	 Add local DB with VMS/CMB backup type by dragging the entire recording folder or using the 

“+” button.

d.	 The recording will be mounted as a local DB.
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4-2. Settings > Device > Cameras

In addition to the add device process during the initial  setup, you can add more 

cameras or arrange the device list in Settings  > Device > Cameras. 

Below are the locations of the functions for adding devices to the VSS server. 

Start Scanning

Import CSV

Manual Add
Refresh

Authorize...

Click to select or deselect

Password protected

Edit device list &
Logical folders

Final confirm

Camera Options

Note that you must know the credentials for password-protected cameras. You will not be 
allowed to enlist cameras that come with unknown credentials. 

For cameras outside the local network, you can manually enter its IP address, or use a pre-
configured device list to automatically introduce new devices. 

If all devices come with the same credentials, you can select these devices and click Authorize to 
enter the credentials. 

Record video with recording management:  You can decide which recording group to record the 
videos to using a pull-down menu.  



247247

Streaming URL

This is an optional feature. You can enter a camera's IP address to add a camera's 
RTSP streaming for live view and recording, and playback. The feature enables the 
support for obsolete models.    

To insert a camera using the URL-like command,
1. Select the camera Brand as "RTSP."

2. Enter the camera's IP address.
3. Enter the camera's MAC address as printed on the camera label, or one found by 

the Shepherd utility. 

    

  Retrieve RTSP streaming on specific port: The default port for RTSP streaming is 554. 
If you want to change this port, please check this item and fill in a desired port number.

Speed up (add as offline cameras): Normally, you should have all the credentials for the access 
to all network cameras. However, in the condition that you add a large number of cameras using 
the "import devices from device list" function, you can temporarily use this speed up option to 
add these cameras.

This appllies when the cameras have not been installed (have been prepared for installation), but 
you want to add them to the camera list. When cameras have all been installed, VSS will attempt 
to connect with them.  
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7. For administrators who need to synchronize device time with an NTP server, he 

can deselect the "Synchronize camera time with system" checkbox. 

4. Enter "554" in the Configuration port. 

5. Enter "live.sdp" in the URL field, as this is part of the original RTSP streaming 

command: "rtsp://172.18.204.58:554/live.sdp". If streaming stream #2, enter live2.

sdp. 

6. Select a preferred protocol. 

	 Only the live view, recording, and playback functions are supported if thus 

connected. All other functions are not supported, such as auto streaming size or 

changing to another video stream. Neither are camera DI/DO supported.    
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4-3. Logical Folders

The Logical Folders allow you to re-define the logical relationships between the real-world 
deployment and the physical devices (cameras). For example, according to your deployments, 
you can designate several cameras to be listed under a logical sub-directory named as "Building 
A," and the other cameras into "Building B." In this way, you can re-arrange your cameras and 
devices on a tree view that is geographically more accurate.    

1. On the Settings > Cameras page, click the Edit  button. 
2. Click on the Add a folder button. 
3. Enter a name for the folder, e.g., 1st floor, 2nd floor,... according to your needs as shown below. 
4. Repeat the process to create more folders. 
5. Make sure you enlisted all cameras in your deployment. You can start moving cameras to 

specific folders. Click on the Move Selected Items button.  

To create logical folders, 
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6. Select a logical folder to move the devices to. The selected devices will be listed under the 
logical folder you selected. Repeat the process to move cameras to each logical folder. 
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	 You can also use the add device button to select devices from the list and move them to a 
specific folder. 

	 Return to live view, and you can see the configuration change takes effect. 
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4-4. Settings > Recording > Recording Options

Click Settings > Recording options. The Recording options window will prompt. 

You can configure recording schedules or select the storage options, including the configuration 
of an external NAS storage. You can designaate a recording folder of your choice. 
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Click and hold down on the time cells, and drag the mouse to include the time span of your 
preferrence. The minimum selectable unit is half an hour. You can select multiple time spans on 
the template. Enter a name for the template, and click Add to save your template. 

The same configuraion window apply to both the Schedule template and the customize 
schedule windows.   

Make sure a Schedule mode is selected when you leave this configuration step.    

Click on any of the options on the Schedule panel for a recording option: Continuous recordings, 
Events only, None, or Customize. 

You can manually create a recording template using the New template  button. 



254254

4-5. Settings > Recording > Backup 

The Backup function allows you to regularly back up the video recordings of one 
or multiple cameras to local hard disks or a Network Attached Storage device. 
Currently, the VSS server does not support backup to external storage devices 
such as a storage devices connected via Fibre Channel. VSS supports backup to an 
external storage attached through a USB 3.0 connection.  

Note that the alarms associated with individual cameras will not be backed up.  
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To enable a backup schedule,
1. Enable the backup by selecting the "Enable backup" slide switch.
2. Click to add New storage. A configuration window will prompt showing all 

accessible storage. Click the NAS tab to enable access to a network share.     

3. Select the cameras whose videos will be backed up.    
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4. Select or configure a new schedule template for the backup process to take place. 
You can select a time when the network load is low, such as the off-office hours, 
to avoid network congestions.       

5. On the Options pane, you can configure an upper bandwidth threshold (in 
Megabytes) for the backup operation (for all selected cameras/channels). 

You can select the extension of time, such as starting from how many days ago, 
of your backup task. You can select to remove old backups when you run short of 
storage volume.        
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Storage

By default, VSS will check if there is a D: drive. If not, system drive C: will still be defined as the first 
storage option. Other disk drives in the system and the default storage volume (configured in the 
initial setup) will be listed.   

You can add a NAS storage's shared volumes as the additional storage option. Enter the 
necessary information for access to a network share. Enter and select a NAS path. The share will 
then be available for video recording. 

Select storage volumes each by a single click.

Click Ready to use to continue. 



258258

Mobile NVR Wi-Fi Backup (BETA)

T h i s  f e a t u r e  a l l o w s  M o b i l e  N V R s  t o  i n i t i a t e  a  b a c k u p  o f  s p e c i f i c  A l a r m 
recordings upon arr iving at  a  location with a WiFi  Access Point  (AP)  connected 
to the same domain as the VSS CMS server. Only the System DI-triggered alarm is 
supported in the current edition.

Here are the setup steps:

To set up VSS Server:
1.	 Add the Mobile NVR to the VSS Server as a substation.
2.	 Navigate to Settings -> Recording -> Backup -> Mobile NVR. Enable backup for 

Mobile NVR.
3.	 Choose the storage path for the recordings to be backed up.
4.	 Set the duration for recording backups before and after the occurrence of an 

alarm trigger.

To set up Mobile NVR:
1.	 S e t  u p  t h e  Wi Fi  c o n n e c t i o n  o n  t h e  M o b i l e  N V R  t o  c o n n e c t  t o  Wi Fi  Ac c e s s 

Points.
2.	 Set up Alarm configurations on the Mobile NVR. Specify the System DI (Digital 

Input)  as  the tr igger for  the Alarm. Specify  Video recording as an action for 
Alarm, including which cameras should start recording.
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O n ce  t h e s e  s te p s  a re  co m p l e te d,  w h e n  t h e  M o b i l e  N V R  co n n e c t s  to  t h e  Wi Fi 
A P  i n  t h e  s a m e  d o m a i n  a s  t h e  V S S  C M S  s e r ve r,  t h e  C M S  s e r ve r  w i l l  e s t a b l i s h 
a  co n n e c t i o n  to  t h e  M o b i l e  N V R  a n d  t ra n s fe r  t h e  Sys te m  D I - t r i g g e re d  a l a r m s 
recording to the VSS server for backup.
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4-6. Settings > Device > Stations

The VSS allows a deployment consisting of multiple VSS instances at different locations. A VSS 
server can be selected as the CMS (Central Management Server) to manage sub-stations in a 
hierarchical structure. 

Each individual VSS station manages its own surveillance deployments. To build a hierarchy, 
proceed with the following:

1. Open the VSS client on a substation. 
2. Enter Settings > Stations.
3. Enter a TCP Port number if your network configuration requires a different port.    
4. Select Allow CMS to access this station. 
5. Click Change password. This password will be used to authenticate the connection between a 

CMS VSS server and substations.  

6. Click the Apply button. 

7. Open the VSS client on the server chosen as the CMS.  

8. Click the Add substations  button. 
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9. You can click the Search button if the substation is reacheable in a local network, or manually 
enter the IP address and password for making the connection. 

10. Enter the password you configured for the Stations configuration, and then click the 
Authorize button.  

	 Click the Apply button for the configuration to take effect.   
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The substations and its subordinate devices should be immediately listed under the CMS station. 
You can create separate views to place the substations' cameras.     

	 When you want to enlist an NVR into your configuration, please remember to 
enable the access from VSS server in the NVR's Service page. 

	 The connection between VSS and NVR is made via encrypted https. 

	 If the connection port is changed to a non-SSL port, the access from VSS to NVR 
will fail. For adding the ND series NVR, use port 443.   
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Multicasting

The VSS supports multicasting of live streams from server to clients. If multiple VSS clients 
demand live videos from the same camera, multicasting cna help save considerable system 
resources. 

Multicasting should be enabled on a VSS server and also on individual cameras. 

There are prerequisites: 
Multicasting is not supported under the following conditions:
*	 A CMS local client can only access the live stream from the cameras managed by the CMS 

server using unicast connections.
*	 If the need arises for access to cameras managed by VSS sub-stations, the multicasting 

configuration should take place on the sub-stations instead of on the CMS server.  

CMS VSS

LAN
Video streaming

Camera 01 Camera 02 Camera 03

Camera 04 Camera 06Camera 05

Camera 07 Camera 08 Camera 09

VSS Client

Camera 01 Camera 02 Camera 03

Camera 04 Camera 06Camera 05

Camera 07 Camera 08 Camera 09

VSS Client

VSS Substation VSS Substation
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*	 To enable multicasting, your network infrastructure must support the IP multicasting 
standard IGMP (Internet Group Management Protocol). Your server and clients should be on 
the the same network segment. 

*	 Multicasting is only possible for live streams, not applicable to the recorded video or audio. 
*	 Multicast streams are not encrypted, even if the the recording server uses encryption. 
*	 The IPv4 multicast address range is: 224.0.0.0 to 239.255.255.255. 
*	 A layer 2 network switch that supports IGMP is required in the configuration. 

*	 If the streaming connection for a sub-station is configured as CMS Relay, you should 
configure the multicasting settings on the CMS server. 
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To enable Multicasting on a VSS server: 
1. Enter Settings > Device > Stations.  
2. Single-click to select a server for which you want to enable the Multicasting. 
3. Click the checkbox to enable the configuration and enter the multicast address.
4. Click the Apply button. 

Starting the Multicasting service will restart the VSS server.  
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To enable Multicasting on a camera: 
1. Enter Settings > Device > Cameras.  
2. Single-click to select a camera for which you want to enable the Multicasting. 
3. Click to select the Multicast tab. 
4. Click the Multicasting slide button. 
5. Click the Apply button. 
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4-7. Settings > Recording > Local DB

Since some of VIVOTEK's NVRs run on Linux, you have to install the Ext2 File System Driver for 
Windows to access the recording files from a NVR hard disk. 

The file system driver can be found here: https://sourceforge.net/projects/ext2fsd/?source=typ_

redirect

Run and install the Ext2fsd-0.xx.exe. Follow the onscreen instructions to complete the 
installation.        
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1. Remove the disk tray box from a mobile NVR. 

2. Connect the disk tray box to your VSS server using a USB 3.0 type A to Micro B cable. 

Camera 01 Camera 02 Camera 03

Camera 04 Camera 06Camera 05

Camera 07 Camera 08 Camera 09

VSS

USB Micro BMobile NVR
 Disk Tray

3. From VSS, enter Settings > Device > Locabl DB.  

4. There are 3 import types:

	 1. NVR disk: the drive tray box removed from a mobile NVR.

	 2. NVR backup: the recorded videos exported from an NVR using a USB thumb disk or portable 

drive. 

	 3. VMS/CMS backup: scheduled backup from the local machine. They include: VSS 

backups from previous software releases, and scheduled backups.   
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5. Taking a mobile NVR's disk drive as an example, click the  Source select button to locate 
the disk drive.   

6. The NVR will be mounted as a local DB.   

7. A Local DB sub-tree will be listed under your server, and you can view the existing recordings 
on the NVR's disk drive. 
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4-8. Settings > System > SMTP

Configure a mail server via which the system alarms or notifications can be delivered to a 
receiver. 

Enter the Settings page, select  . Click on the Add SMTP button.  
Enter your mail server's domain name or IP address. Enter credentials for access to the mail 
service. 
If SSL encrypted transmission is preferred, select its checkbox.     

Click Add to complete the configuration.    

4-9. Settings > IO Box and Related Configuration

Please refer to page 173 for information. 
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4-10. Settings > User Management

The User Add & Delete page allows you to create users with the permissions for different 
operational capabilities. 

To specify the authorized privileges, select Customize in the Role menu, then select the 
Permissions and/or the Accessible devices tabbed menus.  

Use the Customize option to limit the authorized actions of a user.

In the Permissions tab, click the expand button  to unfold the Operation and Configuration 

menus. Select or deselect the checkboxes to 

configure the user privileges. For example, you may not want

a user to operate Alarm and E-Map. If so, deselect these 

checkboxes.     
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When done with the privilege settings, click Add to create a new user. 

The new users will be listed under the Administrator's icon. Repeat the process to create more 
users.   

In the Accessible devices tab, click to select the cameras that a user can access. Some users may 

only need to access specific devices. 

Note that you can place a limitation on a user's access right to the recorded videos by setting a 
barrier for access to the older recordings. Recordings older than a configurable period of time 
will not be accessible.  
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Add a New User Account - Windows AD Account

In an established, enterprise network environment, the support for Windows AD (Active 
Directory) infrastructure enables ease of integration using the credentials of existing users. 
Using the same AD authentication methodologies, you can configure the clients or users in 
an established network to access the VSS server configuration.   

Note the following with Windows AD support:
1. If you install VSS server on a Windows XP machine with Postqre SQL server, the login 

using a Windows AD account will not work. 
2. The VSS server must reside in a domain managed by the AD server. 
3. This function does not support the environment that spans across multiple AD domains.    
4. A user account hosted by an AD server cannot be modified in VSS. 
5. A User Group and its members configured in AD cannot be managed in VSS.  
6. You cannot add an account having the same name as one you used to log in VSS. 
7. There are 3 types of account for VSS: VIVOTEK account, AD single user, AD group. 
8.The userPrincipalName of your Windows AD account can be different from the 

sAMAccountName. However, You can only use the sAMAccountName to login VSS.

9. The userPrincipalName field of your Windows AD account should not be empty. 

To add an existing AD user,
1. Select the AD account checkbox.

2. Click the Search  button. 



275275

3. Enter a user name or group name to search, e.g., Frank. Click OK when done. 

4. Enter the password twice for the AD user.  

5. Select the privilege role for the user, configure his/her privilege settings as 

described above and then click Add.  
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Appendix H: Troubleshooting - Beep Sounds

When you hear the NVR is beeping, you can tell from the following number of beep 
sounds to know what the issue may be:

Number of beeps Description

1 Invalid password

4
•	 Typically for development use 
•	 The beep code is generated when some of the 

Architectural Protocols are not available.

5 No console input/output device is found.

6 Flash update failed.

7

•	 Typically for development use 
•	 The beep code is generated when the platform 

cannot be reset, because the reset protocol is not 
available.

8 The platform PCI resource requirements cannot be met.


